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Dear SA3,

TC Cyber would like to thank SA3 for your recent LS regarding proposed 256-bit symmetric key lengths for 5G RAN work.

TC Cyber notes that the increase from 128-bit to 256-bit key lengths may represent a substantial increase in complexity in the implementation of algorithms, which may translate to a substantial increase in processing and power requirements for mobile devices.  We would urge some additional studies on why the increase in key length is needed.
In terms of resistance of symmetric key cryptosystems to attack by large-scale quantum computers, please see the following Group Report (GR) produced by our working group for Quantum-Safe Cryptography (WG QSC): http://www.etsi.org/deliver/etsi_gr/QSC/001_099/006/01.01.01_60/gr_QSC006v010101p.pdf
[bookmark: _GoBack]Please find a link to the ETSI Guide, EG 203 310, which may also be of assistance: http://www.etsi.org/deliver/etsi_eg/203300_203399/203310/01.01.01_60/eg_203310v010101p.pdf 


Although there is an impact of quantum computing on symmetric cryptography, it is considered a more realistic threat to public key cryptography.  There is work in CYBER WG QSC on addressing the hybrid modes for TLS that may be of interest to SA3 in addressing the quantum computing threat and CYBER WG QSC will continue to share access to this work as it develops.
Best regards,


Mark Pecen
Chairman, ETSI TC Cyber WG QSC
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